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The subject guidance at Attachnent 1 is effective

i mmedi ately. |t establishes DoD policies and assigns

responsibilities to inprove the accessibility, availability,

di ssem nation, and use of information. Attachnment 2, “DoD

I nf ormati on Managenment: Enabling Information Superiority”, is a

strategy paper that provides a basis and rationale for nmuch of

t he policy guidance that appears at Attachnent 1. The focus of

bot h docunents is on the information itself, and the managenent

activities associated with its creation, dissem nation, and use.
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Gui dance and Policy for
Department of Defense and Intelligence Conmmunity on
I nfor mati on Managenent

Ref er ences:

(a) DoD Chief Information Oficer (ClO Cuidance and
Policy Menmorandum (G&PM No. 1-8130-110998, Novenber 9,
1998.

(b) Public Law 105-261, Strom Thurnond Nati onal Defense

Aut hori zati on Act for FY 1999, Sec. 331, “Revision to
Title 10 with the added responsibilities of the DoD and
Services ClOs”.

(c) DoD Directive Nunber 8000.1, “Defense Information
managenent (1M Prograni, October 27, 1992.

(d) DoD Chief Information O ficer (ClO publication
“Informati on Managenent (IM: Information Superiority” (IM

Strategic Plan), Version 2.0 (Draft), February 1999.

(e) Joint Vision 2010, “Anerica’s Mlitary: Preparing for
Tonorrow.”

(f) Office of Managenent and Budget Circul ar A-130,
“Managenent of Federal Information Resources” — Revised
(Transmi ttal Menorandum Number 3), February 8, 1996.

(9) DoD Directive Nunber 8320.1, Septenber 26, 1991, :

“DoD Data Admi nistration”.

(h) DCI Directive 1/1, “The Authorities and
Responsibilities of the Director of Central Intelligence
as Head of the U S. Intelligence Community”, 19 Novenber

1998.
(1) DoD Directive 5200.28, “Security Requirenments for
Aut omat ed I nformation Systens (AISs),” March 21, 1998.
(j) DCI Directive 6/3, “Protecting Sensitive

Conmpartnmented Information Wthin Informati on Systens,”
June 5, 1999.

(k) SM 313-83, *“Safeguarding the Single Integrated
OQperational Plan (U),” May 10, 1983.
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() DoD Directive O 5205.7 “Special Access Program ( SAP)
Policy, January 13, 1997.

(m Secretary of Defense Menorandum U09344/97, 2 June
1997, subject: “Inplenmentation of Subdivision E of the
Cl i nger- Cohen Act of 1996 (Public Law 104-106)".

(n) DoD Directive 5015.2 “DoD Records Managenment

Prograni, 11 April 1997.

1. PURPOSE

Thi s policy guidance establishes Departnment of Defense (DoD)
policy and assigns responsibilities to inprove the
accessibility, availability, dissen nation, use and disposition
of information necessary to the execution of the DoD m ssion.

Thi s i ssuance:

?? Provi des i nmmedi ate policy guidance under the authority of and
in response to direction contained in reference (a.)

?? Responds to Congressional direction relative to the
authorities of the DoD and service ClOs established in
reference (b.)

?? Interprets, updates, and suppl enents gui dance on managenment
of information as a resource contained in references (c.) and

(d.)

?? Assures that Informati on Managenent (IM policies and
processes are responsive to the operational priorities
presented in reference (e.).

?? Recogni zes the unique requirenents for Records Managenent
contained in reference (n).

The goal of DoD Information Managenment is to achieve a seanl ess
secure environnent where any authorized user, system or
process has the right information, at the right tine, at the

ri ght place, fromthe right source, in a usable format, to make
i nformed deci sions and acconplish m ssion objectives.

2. APPLI CABI LI TY

Thi s gui dance and policy applies to the O fice of the Secretary
of Defense, the MIlitary Departnents and their respective
services, the Chairman of the Joint Chiefs of Staff and the
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Joint Staff, the Unified Conmbatant Conmands, the | nspector
General of the Departnent of Defense, the Defense Agencies, and
the DoD Field Activities (hereafter referred to collectively as
“t he DoD Conponents”).

3. SCOPE

This policy applies to the management of information that is
created or acquired in the course of conducting Department of
Def ense business or mlitary operations at any tinme and any
pl ace t hroughout the world.

4. DEFI NI TI ONS

?? Architecture: The structure of conponents, their
rel ationships, and the principles and gui delines governing
their design and evol ution over tine.

?? Information: Any communi cations or representation of
know edge such as facts, data, or opinions, in any nedium or
form including textual, nunmerical, graphic, cartographic,
narrative, or audiovisual forns (reference (f.)).

== | nformati on Managenment: The pl anning, budgeting,
mani pul ating, controlling of information throughout its life
cycle (e.g., creation or collection, processing,
di ssem nati on, use, storage, and disposition.) (reference

(f.)).

=« | Nformati on Superiority: The ability to obtain and transmt
i nformati on uni npeded to any destination as and when needed
and to exploit or deny an adversary’s ability to do so. This
includes the ability to manage information throughout its
life-cycle, i.e., to create, collect, process, dissem nate,
use, store and dispose of an uninpeded flow of information
whil e exploiting or denying an adversary’s ability to do the
samne.

?? Enterprise Solution: Information Technology (I T) conmponents
that are identified and used across the Enterprise to achieve
a mnimal |evel of security and interoperability.

?? I nteroperabl e Mechani snms: Enterprise solutions enployed to
process and transport information across the DoD enterprise.
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?? Information Producer: A person, group, or organization that
creates, updates, distributes, and retires information based
on their authorized/ assi gned m ssions and functions.

?? Informati on Consuner: A person, group or organization,
system or process that accesses and receives information
enabling the execution of authorized m ssions and functions.

?? Information Profile: The expression of the requirenment for or
availability of data, information, or reports enabling the
execution of authorized/assigned m ssions and functions.

?? Meta-data: Information describing the characteristics of
data; data or information about data; descriptive information
about an organi zation’s data, data activities, systens, and
hol di ngs (reference (g.)).

?? Record: As defined, in part, in Section 3301 of Title 44,
United States Code, “Records include all books, papers, maps,
phot ogr aphs, machi ne-readable materials, and ot her
docunmentary materials, regardl ess of physical form or
characteristics, made or received by an agency of the United
St ates Governnment under Federal law or in connection with the
transaction of public business and preserved or appropriate
for preservation by that agency or its legitimte successor
as evidence of the organization, functions, policies,
deci si ons, procedures, operations, or other activities of the
Government or because of the informational value of the data
in them” A record covers information in any nmedium and
i ncl udes operational |ogistics, support and other materials
created or received by the DoD Conponents in training,
contingency, and wartinme operations as well as in all routine
and peacetinme business(reference (n.)).

5. POLI CY
It is Departnent of Defense policy that:

5.1 I nf ormati on needs shall be identified and docunented
by information users (hereinafter referred to as information
consuners), and understood and acted upon by information
creators and conpilers (hereinafter referred to as information
producers). In this regard:

5.1.1 | nformation requirenments will be described
t hr ough approved architecture processes and docunented in
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appropriate operational, strategic, and contingency plans and
be reflected as a subset of the DoD IM Strategic Plan and
ot her strategic doctrine such as JV2010.

5.1.1.1 | nformation requirenments will be established
t hrough the use of common DoD/ I C standard content and
format (profiles) nmechanisms or common ad hoc requests for
information (RFIs) based on validated m ssion needs.

5.1.2 | nformati on requirements processes will allow
distinction to be nade between near-termrequirenents
necessary to support day-to-day operations, planning, and
deci si on-maki ng and | onger-term information needs agai nst
whi ch capital investnment decisions are made.

5.2 Consuners are enabled to easily discover, retrieve,
and control the flow of appropriate information based upon its
characteristics as advertised by producers. This requires
t hat :

5.2.1 | nformati on producers advertise information
avai lability using DoD/I C standard neta-data and producer
profiling mechanisns to facilitate consuner research and
requests for informtion.

5.2.2 | nformati on awar eness, access and delivery be
facilitated through the use of comon nmechani snms such as
producer profiles and source registries. These mechani sns
shall include permanently attached attri butes, such as
authority, classification, and handling restrictions, that
enforce effective access and delivery and mnimze the risk
of inmproper use of information.

5.2.3 The DoD and I1C jointly designate authoritative
information repositories and agree upon the distribution
(duplication/replication) and disposition (maintenance,
retirenent, and destruction) of the repositories.

5.2.4 | nf ormati on producers make information avail abl e
at the | owest possible security level to ensure the greatest
possi bl e use of the information.

5.3 Any conponent, when acting as an information consuner
shal | :

5.3.1 Express requirements for information in
accordance with the standards and procedures devel oped under
this policy.



7-8170

5.3.2 Handl e i nformation provided under this policy in
accordance with attri butes assigned by the information
pr oducer.

5.4 Any conmponent, when acting as an information producer
shal | :

5.4.1 | dentify information attri butes based on
st andar ds desi gnated under this policy.

5.4.2 Establish authoritative repositories of
information in accordance with m ssion and function
responsibilities.

5.4.3 Advertise information hol di ngs and provide
responsi ve service to validated information requirenents.

5.5 Mechani snms for access and delivery shall be
i npl emrented that are: interoperable, adhere to accepted
st andar ds, provi de adequate access control, and ensure that the

required information is easily accessed and delivered. In this
regard:
5.5.1 | nformati on access and delivery nechanisnms and

procedures shall follow DoD and I C Information Assurance (IA)
regul ati ons. This policy recognizes that special nmeasures and
exceptions may be required for protection/handling of foreign
intelligence or counterintelligence information, Sensitive
Conpartnented Information (SCl) (references (h), (i), and
(j)), Single Integrated Operational Plan — Extrenely
Sensitive Information (SIOP-ESI) (reference (k)), Speci al
Access Program (SAP) information (reference (1), or other
need-t o- know i nformati on.

5.5.2 | nformati on requirenments shall be satisfied from
advertised information over existing or allocated network
assets to ensure DoD/IC quality of service and information
assurance requirenments are net.

5.5.3 Enterprise-w de nechanisns for information access
and delivery priorities shall be established.

5.5.4 Access and delivery nechanisms shall neet the
rapi dly changi ng operati onal needs of the Commander. The
Commander will have the flexibility to nodify subordinate
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consumer profiles and access and delivery mechanisns to
accommodat e his changi ng environnent.

5.5.5 Access and delivery nmechanisms shall enable real -
time information coll aboration between consumers and
producers and across functional comrunities.

5.6 Consi stent processes and net hods shall be used to
facilitate the proper understandi ng and use of infornmation.
This requires that:

5.6.1 | nt er oper abl e, standards-based tool sets shall be
acquired and nmaintained to facilitate the discovery,
di ssem nation, and use of information throughout its
lifecycle.

5.6.2 The DoD and IC CIOs will nonitor and reengi neer
i nformati on managenent processes as needed to ensure conmon,
effective understandi ng of delivered informtion.

5.7 M ssi on acconmplishment shall be basis for assessing
the effectiveness of Informati on Managenent. To neet this
obj ective, the Cl O Executive Board shall:

5.7.1 Est abl i sh perfornmance neasures, associ ated
metrics, and a reporting process with the participation of
the I M st akehol ders.

5.7.2 Task appropriate operational entities to neasure
and eval uate performance against nmetrics and renedy
defi ci enci es.

5.8 | nformati on nmeeting the definition of a record, as
defined in Title 44, United States Code, is nanaged
in accordance with reference (n.).

5.9 The IC CIOw Il ensure that the performance
assessnent effort is applied to the SCI environnent.

5.10 Resources shall be planned, programmed, and budget ed
to ensure that the provisions of this policy can be achieved.

6. RESPONSI BI LI TI ES

6.1 The Assistant Secretary of Defense (C3l) as DoD ClI O
shal | :
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6.1.1 Establ i sh and enforce DoD policy for Information
Managenment in accordance with references (b.) and (m).

6.1.2 Desi gnate the central governing body for
| nformati on Management and assign responsibilities to ensure
t hat the busi ness processes are conducted as prescribed by
this policy.

6.1.3 Est abl i sh executive agents to oversee specific IM
functions, to devel op and nmanage consi stent, conpatible, and
i nteroperable enterprise solutions, conduct acquisition of
standard tools and tool sets, and oversee other acquisition
related | M enforcenent provisions established by the DoD CI O

6.1.4 Grant justified waivers fromthe requirenments of
this policy.
6.1.5 Establish and enforce data and records nmanagenent

standards and publication, nmeta-data, and visualization
st andards that enable Informati on Managenent.

6.1.6 Coordinate with the IC CIOto identify and
resol ve I nformation Managenent issues and commpn
requi renents, with enphasis on information under the
authority of the DCI as specified in references (h) and (j).

6.2 To ensure information is identified, nade avail abl e,
properly delivered, effectively applied, and properly

di sposed of, the DoD and IC Cl Gs, acting under the advice of
the Cl O Executive Board, shall

6.2.1 Establ i sh comon and i nteroperabl e mechani sns and
st andar ds.
6.2.2 Establish IMpriorities based on C/S/A plans and

architectures.

6.2.3 Ensure conpliance, certification, and audit
mechani sms for adherence to | M policies.

6.2.4 Refine the | M business process and establish
process i nmprovenent nethods (e.g., Benchmarking, COTS
sol utions, Business Case, Unit Costing, and tracking of
| essons | earned) to evaluate DoD I M

6.2.5 Provi de for the awareness, access, delivery, and
under st andi ng of appropriate informtion across security
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boundari es, including the information needs of foreign
national s.

6.2.6 Establ i sh comon standards and gui del i nes for
producers regarding information quality, replication, and
integrity to support all operational uses and m nim ze the
ri sk of msuse of the information.

6.2.7 Task, and identify resources for Executive Agents
or |l ead conponents to define and devel op specific standards,
procedures, or nechani sms under the oversight of CIO
Executi ve Board.

6.2.8 Establish and coordi nate the | M aspects of
foreign | anguage i nformation.

6.2.9 Recommend acquisition-related I M
requi renents.

6.2.10 Recommend awar eness, training, education, and
career path requirenents for I M

6.3 Chai rman of the Joint Chiefs of Staff shall:

6.3.1 I n coordination with the Assistant Secretary of
Def ense for Command, Control, Communications, and
Intelligence and the IC CIO establish joint procedures for
t he devel opment, coordination, review, and approval of joint
i nformation requirenments.

6. 3.2 Establish joint policies and procedures
addressing | ocal conmander control of information access and
delivery including prioritization, precedence and preenption.

6.3.3 Devel op, approve, and issue joint doctrinal
concepts and associ ated operati onal procedures and gui dance,
to ensure the satisfaction of m ssion essential information
requirements of U S. mlitary forces and, as applicable,
with coalition and allied forces.

6.4 In addition to responsibilities as a nenmber of the
Cl O Executive Board, the ICCIOwII:

6.4.1 Est abl i sh procedures for the devel opnment,
coordi nation, review, and approval of information
requi rements within the IC
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6.4.2 Est abl i sh any supporting panels needed to
exercise unique responsibilities of the DCI for the
managenent of SCI i nformation.

6.4.3 Oversee enforcenent of conmmon | M processes,
standards, and procedures within the 1C in support of the DoD
m ssion requirenments and enable DoD intelligence agencies to
nmeet requirenents of this policy.

6.4.4 Represent IC interests and coordinate IC
positions relative to the collaboration with foreign
nationals in DoD information nanagenent processes.

6.4.5 Provi de expertise on the foreign | anguage aspects
of IM
6.5 The OSD Principal Staff Assistants (PSAs) shall:
6.5.1 Establi sh procedures for the devel opnment,

coordi nation, review, and approval of information
requirenments in their functional areas.

6.5.2 Ensure that these policies are inplenmented in
their areas of functional responsibility.

6.6 Conmmanders in Chief (CINCs) of the Unified Conmands
shal | :

6.6.1 | mpl enment | M policies and procedures within their
areas of responsibility (AOR) consistent with this policy.

6. 6.2 Through their participation in the Cl O Executive
Board, identify, prioritize and docunment information and |M
process requirenents (right information, place, tine).

6.6.3 Provi de performance assessnent on the
sati sfaction of their warfighting information requirenents.

6.7 Desi gnated Enterprise Executive Agents shall

6.7.1 Provide the staff and ot her resources needed to
execute their IMresponsibilities as tasked by the CIO
Executi ve Board.

6.7.2 Provi de status reports and receive gui dance and

support fromthe Cl O Executive Board in meeting those
responsi bilities.

10
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6.8 The Heads of the DoD Conponents shall

6.8.1 Ensure conpliance with this policy.

6.8.2 Establish procedures for the devel opnment,
coordi nation, review, and approval of information
requi rements in their m ssion areas.

6.8.3 Establ i sh and enforce an Informati on Managenent
policy for their conponent consistent with this policy.

6.8.4 Revi se conmponent I M policy in accordance with
gui dance established by the ClI O Executive Board.

6.8.5 Accept | M executive agency responsibilities.

6.8.6 Pl an, budget, and execute adequate resources in
support of IM

6.8.7 Specify Informati on Managenment requirenents and
standards in the design, acquisition, installation, and
operation of information systens and infrastructure.

6.8.8 Ensure that awareness, training, education, and
career paths support IM

6.8.9 Ensure that information requirenents are

docunment ed and validated in accordance with DoD poli cy,
i ncl udi ng approved architecture processes and frameworks.

11
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Pur pose
Thi s paper defines a strategy for managing, within the context
of a G obal Information Gid (GG, all information generated,

acqui red, and used by the Department of Defense (DOD) and by
DOD Conponents in support of decision-nmaking and m ssion
acconpli shnment for the purpose of establishing Information

Superiority. It defines a process called Information

Managenent (IM - one of several processes so named -- that
deal s specifically with that information, independent of its
formand of the nmedia by which it is conveyed. It positions IM
within an overall Information Technol ogy/ | nformati on Resources
Managenment framework and differentiates the GIG I M process from
all others. It establishes a vision for the desired end-state.

The | M strategy proposed herein addresses a business nodel with
five business process areas. Wthin each I M business process
the current environnment is described, followed by a Iist of
reconmended actions that will enable the DOD to realize the
proposed G G | M vi sion.

Backgr ound

In recent testinony before the House Armed Services Conmttee,
several DOD senior |eaders articulated the inportance of
information superiority to our national defense; discussed the
contribution of information infrastructure in achieving

i nformation superiority; and, provided their joint or Service
perspective of what should and is being done to further this
goal .

According the Deputy Secretary of Defense, “Information
superiority is essential to our capability to neet the
chal | enges of the 21°% Century. It is a key enabler of Joint

Vision 2010 and its four fundanental operational concepts of
dom nant maneuver, precision engagenent, full dinmensional
protection, and focused |ogistics. Each of these concepts
demands the capability to collect, process, dissem nate,

mai ntain and protect an uninterrupted flow of informtion.”
This strategy addresses the collection, processing,

di ssem nati on, maintenance, protection, and use and di sposition
of information, not the infrastructure that supports it. It
focuses on the conponents of a business nodel for effective
managenent of information. Major efforts are underway within
t he Departnment to devel op policy and gui dance on specific
aspects of Informati on Managenent (for exanple, Information
Di ssem nati on Managenent (1 DM and Records Managenent (RM).
These efforts are cited in this strategy and the gui dance and
policy derived fromit, but are not repeated to avoid
dupl i cati on.

Much attention, in the Gobal Information Gid (GG efforts,
has been given to the infrastructure that processes and noves
information around. 1Is there enough bandwi dth at the right

14
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pl aces? Are the applications efficient and effective? |Is

t here enough processing power at the right place? Mich |ess
attention has been given to informati on as an asset. \What
information is needed? Where is it |ocated? Wat nust be done
with it before it is useful? Is it the right information? The
strategy outlined in this Paper provides a neans of answering

t hese questions through the establishment of five |IM business
process areas that will be outlined in Section 7.0.

To achieve information superiority, information nust be managed
so as to drive and justify the building and mai ntenance of an
infrastructure to handle it. This strategy deals with content
-- the information asset -- and the Enterprise-w de gui dance
necessary to assure that the right information can be
identified, |ocated, and brought to bear on the

deci si on/ m ssi on at hand.

Strategi ¢ Pl anni ng Approach

| mproverments in informati on managenment require an overarching
view of the current |IM process, a vision of the desired end-
state, and a set of clearly defined goals that nust be achi eved
to reach it. The means of achieving the goals, in the form of
specific actions that nmust be taken across the DOD, will be
identified. The result is the articulation of a business nodel
for informati on managenent. The nodel addresses the definition
of requirenents, means of advertising and | abeling information,
mechani sms to support information access and delivery,
processes that support the proper use of information, and the
overal |l managenment and governance required.

| nf ormati on Managenent Environnent

The DOD i nformation managenent environnment is conplex and
confusing. Different concepts and entities are referred to by
the sanme or simlar nanmes. For instance, information, as
referred to in this strategy, can be synonynous with data,
information, or know edge. These are the entities of the
environnent that nust be managed in order to support effective
deci si on-maki ng and m ssion acconplishnent and provide the
opportunity for information superiority. These are the
entities that are operated on by various users, systenms, and/or
processes in order to nake those necessary decisions and
acconplish assigned m ssions.

I nf or mati on

The sinplest of the entities is data. Data are synbol s that
express statenments about the world (e.g., words, nunbers,

pi ctures, etc.). \When organized, or retrieved, by sone user,
system and/or process, within some context (e.g., order,
groupi ng, sone specified relationship, sone specific purpose),
data becones information. Information is data el evated by
context. When information is organized and abstracted to have
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useful, predictive, and explanatory power for the user, system
and/ or process, that information becones know edge (e.g.,
experience, values, expert insight, etc.). Know edge is

i nformati on known and understood to apply to a certain

deci sion, or mi ssion area. Know edge is information el evated
by cognition. Decision Support, on the other hand, is
information applied to specific decision tasks or m ssion areas
and/ or associ ated actions. Decision support is applying the

ri ght know edge for the decision task or m ssion area, at hand.
I n essence: information is purposefully constructed from dat a;
know edge is discovered with the understandi ng of information;
and, decision support is the appropriate application of data,

i nformation, or know edge to neet mi ssion or policy objectives.
There are no hard lines between any of these classifications.
Actual ly, they are nmerely higher |evels of abstraction fromthe

initial raw data and deci sions are made based on any one of

t hem based on the situational need. Figure 1 illustrates this
hi erarchy of entities fromdata to know edge and their
relationship to decision support. |In this strategy, these

entities are collectively referred to as information.

.1 he Information Pyramid

/B

IM G&PM

Figure 1. Hierarchy of Information Entities

| nfor mati on Managenent

There are different activities associated with the managenent
and use of each entity. These activities are generally
categorized as data managenent, information nmanagenent,

know edge managenent, and deci sion support. Figure 2 lists sone
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of these activities and illustrates their relationships, again
noting the increasing | evel of abstraction associated with
progression from dat a.

Decision Supdwmll

Knowled|m||mlmagement ? Visualize

InformatiofiMahagement Zldentify - E‘;;}";mz;ees
? Create
|-““~Ia Management ? Create info 2 Diffuse ? gen_erate
? Create ? Analyze 2 ptions
? Integrate 2 Select
-Collect -Refine info !
Knowledge options
-Update -Integrate info 2 Modif p
? Store/Organize -Monitor utility i y
-Store ? Disseminate
-Index -Broker info
-Filter -Search/ retrieve info
-Manipulate ? Prioritize tasking
-Catalog

-Validate
-Maintain integrity

? Distribute
-Retrieve/query
-Search
-Synchronize
-Share

| Increasing levels of abstra‘

Figure 2. Activities Associated with M anagement and Use of | nformation Entities

These activities relate to the |ife and use of information as
illustrated by the life cycle diagramat Figure 3.

| nformation, in whatever form is created or retrieved on the
basis of an identified need. That information is then

di ssem nated to the requiring user, system or process and used
in support of the planned decision or m ssion. Based on the
success or failure of that use, and the nature of the

information, it is either updated or not and either stored for
future use or destroyed.
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Information Life Cycle
Need for
information

!

Creation
Collection

v

Processing

'

Dissemination

v

Use

No

Figure 3. Information Life Cycle

Archive ¢

Storage Yes Destroy

This set of activities, illustrated, in part, in Figures 2 and
3, constitute the process referred to herein as Information
Managenment (IM. These are all general activities operating on
and mani pul ati ng i nformati on, independent of the tools,

systens, and technol ogi es that actually perform any given
operation for a specific decision task or m ssion area. These
|atter are generally referred to as Information Technol ogy (IT)
and are considered to be, along with the information, part of
the total information resources of DOD.

Positioning IMin the Context of GG

The di agram shown in Figure 4 is a general nodel show ng the
conponents of GG as defined in the Enterprise Architecture
Framewor k ( EAF) that was devel oped by the G G Enterprise
Conputing Panel. The Enterprise Operations (EO Thrust Area
Leaders have designated the EAF, an extension of the C4l1 SR
Architecture Framework v2.0, as the common framework for all EO
Panel s. The EAF focuses on a Conputing and Network
Architecture Framework (CNAF). As this diagramillustrates,

I nformation and its Associ ated Applications utilize the CNAF
conponents to neet the information transfer needs of the
Functional Communities of Interest (FCO). The access and
delivery of information is facilitated by Enterprise Sol utions
that are common to all FCO's. Essential for interoperability
are Informati on Technol ogy Standards, which are positioned as

t he foundation of the diagram As will be discussed in Section
7.0, the adoption and enforcenent of appropriate standards is a
fundanmental principle of this |IMstrategy.
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nal Communities of Interest J
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Figure 4. Information Management Postioned Within the GIG

Rel ati onship to DOD IT Strategic Pl an
The Clinger-Cohen Act of 1996 (formerly the Information
Technol ogy Managenment Reform Act of 1996) mandates that DOD
i nprove its day-to-day m ssion processes and properly use IT to
support these inmprovenents. The DOD has published a Strategic
Plan to address these inmprovenents. The initial |IT Managenent
Strategic Plan was published in March 1997. The second version
is currently in draft form It has been renaned Information
Managenment (IM: Information Superiority — IM Strategic Pl an,
for short.
Four (4) goals are established in the DOD IM Strategic Pl an:
1. Becone a mi ssion partner;
2. Provide services that satisfy custonmer information needs;
3. Reform I T managenent processes to increase efficiency and
m ssion contribution;
4. Ensure DOD s vital information resources are secure and
pr ot ect ed.
The IMstrategy that is presented within this paper supports
t hese goals. For exanple:
?7?DOD I M Strategic Plan Objective 1.3, “Mve Towards An
I nformati on Mar ket place”, lists strategies on focused
i nformation, devel oping and appl yi ng met hods and tools for
hel ping a customer determ ne the value of information to
their m ssions and tasks, and reducing the “glut” of
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information. This objective is supported in Sections 7.3 of
this Strategy Paper.

??bj ective 2.4, “Introduce New Paradigns”, lists strategies on
a col | aborative environnent to help a user find information
froma variety of sources known to the infrastructure but
not to the user and sinplifying requirenents detail and

reducing lead tinmes for new informati on requests. Thi s
objective is supported in Sections 7.2 and 7. 1.

??Cbj ective 3.1, “Institutionalize Clinger-Cohen Act
Provisions”, includes a strategy aimed at nmintaining a

custonmer/user focus. This objective is supported in Section
7.1, which enphasizes the inportance of the customer’s role
in the information requirements process.

??Cbj ective 4.3, “Enhance DoD I nformation Assurance Operational
Capabilities”, lists strategies for establishing information
protection processes and standards for the Enterprise. This
obj ective is supported in Sections 7.2 and 7. 3.

These exanpl es are not exhaustive; they are included here to
illustrate the harnony between the DOD and Gl G docunents
relative to IM The key difference is the |evel of detail; the
G G plan outlines specific actions required for effective I M

Si nce the DOD pl an enconpasses nore that just IMas defined in

this Paper, it is at a higher |evel of detail. Many of the
strategies in this Paper will directly support the objectives
of the DOD PI an.

Vi si on

A vision for IMis required to properly scope a success
oriented | Mstrategy. The IMvision is:
Any aut hori zed user, system or process has the right
information, at the right tine, at the right place, from
the right source, in the right format, to make i nforned
deci si ons and acconplish m ssion objectives.
This vision is aligned with the DOD I T conmunity m ssion from
the M Strategic Plan and supports the Information Superiority
obj ective of JV2010.
| M Busi ness Model
The actual business of managing information is one involving
information, information producers and consuners, and a variety
of enabling nmechanisnms. This is depicted in the diagramin
Error! Reference source not found.. Information
producers/ providers and i nformation consunmers operate on
information to make deci sions and acconplish m ssion
assignnents. There are, in fact, five business processes at
wor k here:
?? ldentify information requirenents

?? ldentify information availability
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?? I npl ement nechani snms to access and deliver informtion

?? Facilitate information use

?? Provi de overall process nmanagenent

These | M busi ness processes, taken together, constitute an IM
Busi ness Model. These business processes are the thrust areas
for the IM Strategy proposed in Section 7.0. In relation to
Figure 4, these processes support the Functional Communities of
I nterest by providing the essential elenments required to
sponsor, devel op, and maintain information and its associ ated
appl i cations.

Overall Process Management

Information| | Information| | Implementation| | Information

Needs Availability M echanisms Use
- - Info Need - Create/Collect : -Disseminate | - Vaidate |
- Prioritize - Update ~Manage Access | | - Fuse :
- Task - Destroy . - Search/ |- Assess
i -Queuve  -Maintan Retrieve/ ! - Exploit ,
Quality ; Filter .. - Collaborate
-Assessment - Assure L - Visudize
- Advertise | - Integrity R
-Processing - Mine Data
- Record : ST
- Archive/
Store :
- Index

Figure5. IM Business Processes

The | M busi ness processes shoul d be nmanaged t hrough a

col | aborative governance process that includes the information
provi ders, consuners, protectors, and information technol ogy
support. Lastly, they need to support a w de range of
operational, policy, and business needs including: commnd and
control, the demandi ng sensor-to-shooter concept, battlefield
situation awareness, intelligence, personnel, finance,

| ogi stics support, records managenent and el ectroni c commerce.
| M Strategy

To successfully manage information as a resource within the
DOD, a set of goals and strategies that address all of the
requi red functions and processes within the I M business nodel
and allow participation by all of the information stakehol ders
are identified below. The goals are conprehensive, providing
end-to-end support for the gathering, provision, use, and
eventual disposition of information. An essential elenment in
t he achi evenment of these goals is the adherence to DOD policy,
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procedures, and guidance with regard to information technol ogy

architectures and standards. This will be discussed in greater

detail, but is a fundanmental principle that nust be understood.

DOD | eadership nmust be committed to the inplenentation and

enforcenment of architectures and standards for successful | M

and the achi evenment of Revolution in Business

Affairs/ Revolution in Mlitary Affairs (RBA/RMA). The goals

map directly to the I M Busi ness Model (Figure 5) and the

nodel '’ s associ ated busi ness processes; the thrust areas in

whi ch the goals are developed are, in fact, those sanme business

processes:

?? ldentify Information Requirements — assures that information
requi renents fromall consuners are known to the information
provi ders based on m ssion needs

?? ldentify Information Availability — provides the means to
identify what is available and its qualities relative to
needs.

?? I npl enment Mechani sms to Access and Deliver Information —
provi des the neans to gain access and assure delivery of
information to the appropriate information user.

?? Facilitate Information Use — provides enterprise-w de,

i nt eroperabl e standardi zed processes and net hods t hat
facilitate the end use of the informtion.

?? Provide Overall Process Managenent — the collective
managenent of the informati on managenment business process in
accordance with policy and strategic direction.

Each of these five thrust areas is described in greater detai
bel ow. A brief description is provided, followed by a goa
statenent. This is followed by an assessnent of the current
situation and a set of inplenmentation strategies that will help
achi eve the goal
| dentify Information Requirenments
The expression of information requirenments in terns that are
under st ood by both information consumers and producers is
essential. The articulation of requirenents needs to be
coordi nated within a common framework that m nim zes
opportunities for m sinterpretation.
Goal St atenent

| nformati on needs are identified and docunented by consuners,
and understood and acted upon by information providers.

Current Environnment
There are many issues related to the identification and
under st andi ng of informati on needs. From an operational
perspective, Commanders, decision-makers, functional managers,
and other information consunmers may not be able to adequately
define the requirenents necessary to performtheir assigned
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tasks and m ssions. They have only limted neans to share needs
and col | aborate with each other and information providers, thus
resulting in duplication of information requirenments and, in
turn, duplicative information systens and technol ogi es. Because
requi renents-definition is carried out in a stovepi pe nmanner,
i nformati on needs cannot be prioritized across the enterprise.
Lack of a common environnment, does not allow informtion
providers to provide a neans for information consuners to
obtain required information to performtheir m ssion.
From a nore strategic perspective, information requirenents are
not devel oped in consonance with Enterprise-w de and DOD | evel
strategic plans and there is no enterprise-wi de architecture
within which to frame these requirenments. Additionally, there
is no uniformy accepted approach to docunent information
needs. This encourages the devel opnent of information systens
and technol ogi es that do not neet common standards, do not
share common data definitions, support a single function, and
are not interoperable. Miultilingual requirenments are frequently
i gnored or forgotten.

Recommended Strat egi es

Develop and manage information requirements through
architecture-driven approach.

Architectures provide the primary, long term denotation of the
m ssion and related I T support. Inprovenents in the execution
of mlitary tasks require advanced technol ogy and robust new
applications. This requires:

?? Adoption of an integrated architectural framework, in
accordance with the C41 SR Architecture Framework v2.0, for
operational, systens, and technical architectures that
ensures interoperability and uniformty and strengthens the
| i nkage between weapons, information systens, and m ssion
capabilities.

?? Endor senent of a disciplined environment whereby the roles
and responsibilities of generating, integrating, and
m grating to such architectures are institutionalized and
ri gorously enforced.

Develop enterprise-wide standard sets of information
requirements for establishing tasks and functions.

Today’ s systens are too narrowmy focused and stove- pi ped.
Managenent of the end-to-end infrastructure nust support the
goal of seam ess integration and nodernization. This requires:
?? Establ i shing standard sets of information that build upon

identified information requirements to suit specific needs.
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?? Devel oping a standard integrated framework m ssion needs
val i dati on process

?? Devel opi ng operational, strategic, and contingency plans that
are shared across the enterprise and enphasi ze the
characteristics of required and common i nformation.

?? Est abl i shing standards that equate to m ssion achi evenent and
permt neasurenent of performance.

Develop and adopt enterprise-wide standard user profiles and
priority schema.

The current infrastructure needs to fully utilize existing

assets. Therefore, increased efforts should be nmade by

producer and providers to identify and di mnish duplication

whi |l e pronoting opportunities for the use of joint assets. This

requires:

?? Establ i shing profiling standards.

?? Produci ng, storing, and readying information for access
according to user profiles.

?? Devel oping tables that identify existing and potenti al
consunmers and producers of the same informtion.

?? Establishing standard i nformation requirenents based upon
situational considerations or the operational environnment.

?? Matching prioritization schemes to fit operational needs.

Create common conceptual data models.

Sharing data across the enterprise is crucial to

interoperability and quality data. This requires:

?? Synt hesi zi ng, organizing, and sharing requirenments for
secure, joint information repositories under the purview of
centrally controlled data adm ni strators.

?? Creating common, robust sets of core data itens/nodels.

?? Creating netadata nodels that supply the critical information
pi eces that are representative of the data resident in
dat abases, data warehouses, or other repositories.

ldentify Information Availability

A maj or objective of the information nanagenent busi ness

process is to ensure the end user has the nmeans to identify

what is available and can conpare its qualities in terns of
sati sfying m ssion needs.
Goal St atenent

Consuners are able to easily discover, retrieve, and control

the flow of appropriate information and its characteristics as

advertised by producers.
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Current Environnment

Currently, information is not readily avail abl e across

organi zati onal boundaries w thout the creation of additional

manual processes or automated nmechanisnms. The result is that
information exists but is not readily accessible to consuners
in other organizations. There are several causes:

?? Limted accessibility. The process for network connection
has proceeded slowy, thus limting the consuner’s ability to
reach across networks to access information. Further, not
all databases are distributed on a network.

?? Security boundaries. The information m ght be classified and
not made avail able to users who have a legitinmate need to
know.

?? Lack of awareness. There are no commonly accepted nmeans for
advertising to keep information users informed of the
exi stence of information and how to access it.

?? I nadequate Interoperability. Current systens do not
i nteroperate well and data are generally not sharabl e anong
Communities of Interest. Contributing factors are:

zThe need for format conversion utilities.

el nconpl ete data el enent standardi zation. There still
are many domai ns (subject areas) where data el enents
have not been thoroughly nodel ed, normalized and
st andar di zed.

& Sub- opti mal inplenmentation of standard data el enents.
Al t hough very successful in populating the Defense Data
Dictionary System (DDDS) with data el enents for many
domai ns, DOD organi zati ons have been slow to convert
shared data stores to standard formts.

ez Lack of coordinated architectures. Wthout coordi nated
architectures, it is very difficult to understand
busi ness rules, rel ationshi ps between
applications/systens, between data el enents, and
i nformati on exchange requirenents.

ez Overprotection. In many cases, the information cannot
be easily accessed due to excessive access control
constraints.

eesLack of multilingual fonts, interoperable foreign
| anguage software, and | anguage-rel ated netadata

?? Copyright and the cost of information.

Recommended Strat egi es

Implement a standards-based metadata approach to assist in
the discovery, retrieval and control of appropriate information

?? Adopt standard markings for information content, security
classification, and rel easeability.
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?? Establish "libraries" where netadata and data nodels can be
st or ed.
?? Devel op automated data profiling algorithns to optimze and

ensure high priority information requests are filled.

?? Devel op consi stent and nmeani ngful schema to relate rel evancy
of search results

?? Enphasi ze characterization of information products by their
producers

?? ldentify standard netadata requirenents for informtion.

?? Align and synchroni ze wi th DDDS.

Provide the commander or manager the flexibility to select the
information he needs when he needs it

?? Devel op flexible communicati ons systens/ networks that permt
prioritization of information flow

?? Devel op neans for information/data to be prioritized, such as
nmessages today, to ensure high priority data requests are
filled first.

?? Devel op means whereby a qualified user can di scover and
access information w thout prior know edge of its existence,
| ocation, or classification (e.g., random word search)..

Establish registry of authoritative sources of information.

?? Devel op a systemthat will index and organi ze adverti sed
i nformation.

?? Encour age, and provide incentives for, collaborative
devel opnent of data repositories and data storage.

?? Create catal ogs of information stored.

?? Devel op standard of advertising information.

?? Provide for collateral advertising of special access
i nformati on wherever feasible.
?? Devel op new and/ or sel ect standard commerci al search engines.
?? I npl enent an effective records managenent program
?? Publish to the enterprise and beyond (as required) those
|'i braries, warehouses, repositories, etc. that hold the
i nformation.

Adopt a standard access authorization model utilizing
enterprise-wide user profiles.

?? Devel op nmeans to centrally validate users' requirenents,
access levels, delivery priority

?? Adhere to accepted standard access authorization processes
?? I npl enment enterprise-w de standard user profiles
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?? Produce, store, and nake ready information for access
according to user profiles
?? Buil d and di sseni nat e dat abases of user profiles
?? Establish profiling standards
?? Devel op tables that identify existing and potential consuners
and producers of the sanme information
| npl ement Mechani snms to Access & Deliver Information
| rpl enment ati on nechani sms are hardware, software, | T standards,
and processes that enable information to be readily | ocated,
accessed, and delivered in a secure manner, in the right
format, when and where needed. They provide for the processing
of information in comopn ways to nmeet common uses; for the
search, retrieval, filtering, summarization, and m ning of
information from existing holdings; for the dissem nation of
information as it is created; and, for the delivery and
integrity of the information. These mechani snms hel p to manage
“information overl oad”.
Goal St atenent
Consi stent and interoperable nechanisnms that adhere to accepted
standards are in place to ensure required information is easily
accessed and delivered.
Current Environnment
| mpl ement ati on nechani sms necessary to insure the accurate,
timely, and secure flow of information are not fully in place.
Information is isolated by organi zational boundaries, as well
as by sensitivity and classification |levels, thus inhibiting
attenmpts to discover and access information relevant to a
particul ar need. There are no comon processes for nmanagi ng
access to information nor is there a conprehensive access
managenent net hod.
I nf ormati on providers and informati on consuners have not agreed
upon nor inplenmented conmon technol ogy and or data (netadata)
standards. There is a |l ack of agreenment between information
provi ders and consuners on the nmechanisnms (e.g., profiles) to
guide information access and delivery. There is little
agreenment on the anount, types, and operational use of
information filters to support various operational concepts and
policies for information delivery (push, pull, etc.).
The neans to gai n awareness of appropriate information and
deliver it to authorized users across security boundaries are
slow to energe and costly to inplenent. Lastly, there is an
overwhel m ng reliance on technology to sol ve what otherw se are
cultural and policy issues. Sonme of this reliance on
t echnol ogy can be assuaged through nore effective governance of
the neans to access and deliver informtion.
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Recommended Strat egi es
To address the inplenmentation nmechanismshortfalls, the
follow ng maj or actions are needed.

Define requirements for successful system and network
operations that enable the secure and reliable delivery of
required information.

?? Establ i sh Network Operations Centers that support both the
use of intelligent push and the demand pull of informtion.

?? Devel op mechanisnms to dynam cally all ocate network
(infrastructure) services to satisfy information needs.

Provide tools and techniques that facilitate the compilation,
filtering, correlating, cataloging, caching, distribution, and
retrieval of information needed to accomplish a mission.

?? Establ i sh common producer/consunmer procedures for devel opi ng
i nformation access and delivery profiles
?? Adopt uniform policies and standards to process, record,
di ssem nate, store, archive, and retire/destroy informtion
?? Provide a neans to share information on successful
i nformati on access strategies and tools.
?? Exerci se the use of experinentation to achieve small-scale
m ssi on-specific cases and adapt | arge-scale procedures to
t hose needs.

Provide the secure means to access and deliver all types of
required information. Activities necessary to accomplish this
objective include:

?? Devel op security procedures that enconpass the total
information requirenment from cyberspace to voice to other
networ ks to standal one processors

?? Establ i sh nechanisnms to optim ze the use of information
resources consistent with the Commanders policy

?? Devel op nechani sns for information access and delivery that
support conponent operational and system architectures
devel oped in accordance with the C41 SR Architecture Framework
v2.0

?? Ensure appropriate information security classification

?? Provide informati on access and delivery nmechani sns acr oss
security boundari es.

Facilitate Information Use

The end objective of the information nmanagenent busi ness

process is to ensure that the information is understood and can
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be effectively enployed to perform m ssion tasks. These tasks
range in level of difficulty and conplexity including:
?? The direct delivery of specific pieces of data in prescribed

formats to specific systens and applications;
?? Facilitating rapid, conplete and comon understandi ng of

i nformation using nethods such as visual display for

situati on awareness; and,
?? Supporting the aggregati on and synthesis of information into

know edge that can be used to devel op strategy and policy.
Functions that support information use include validation,
fusion, correlation, assessnent, visualization, and
col | aboration. These functions support both the imredi ate use
of information for decision-making and a wi de range of
know edge managenent and deci sion support capabilities.

Goal St at enent
Consi stent processes, tasks, and nethods that facilitate rapid,
conpl ete, and common under st andi ng and proper use of the
i nformation.
Current Environnment

There is a wide diversity of means to interpret, assess,
mani pul ate, and display information across functional
di sciplines, often |eading to uncertain or conflicting
conclusions from comonly avail abl e informtion.
Consuners often | ack or have inconsistent means to validate
information. There are no generally accepted indicators of
information reliability/quality (tinmeliness, authority,
currency, and credibility of source, traceability).
Consequently, there is an uncontroll ed duplication of
i nformati on and wi despread delivery of unneeded information
(overload). There is a lack of common situationally
appropriate visualization tools, often leading to an inability
to integrate information of various types from various sources
in a common display. Furthernore, there is a | ack of
appropriate data correlators to reduce redundancy of
i nformation provided.
The application of automated inference engines and limted
fusion capabilities are inconsistent since each functional area
tends to solve the sane need in different ways. This situation
is conpounded by the limted nmeans to col | aborate anong
information providers and consuners. Consequently, the
opportunity to resolve conflicting information or anbi guous
results, to prevent the m suse of information, and to provide
i mmedi ate feedback to producers is very |imted.
The end result is an information environnment that requires
ext ensi ve wor karounds, conversi on processes, and patchwork
solutions to apply information. This, in turn, significantly
increases the risk of error in integrating information and the
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conpl exity and nunmber of skill |evels required and, hence, the

costs of training. The rapid, conplete and conmon

under st andi ng of the required information nust be facilitated

in order for Information Superiority to be achieved.
Recommended Strat egi es

Adopt a uniform set of rules for information quality and
evaluation.

This is a key elenent of an integrated strategy for using
information. It would allow both information producers and
consunmers a comon way of expressing and eval uating uncertainty
and assessing the proper use of information.

Improve collaboration processes among users as well as
between users and producers.

Secure, effective neans to collaborate will provide the
opportunity to ensure that information is conplete and accurate
and will help avoid or mnimze msuse or msinterpretation in
critical decision-mking situations. It is inportant to

recogni ze and adjust for the difference in semantic context of
t he consuners and producers.

Develop standard guidelines and measures of effectiveness
for the implementation of new and emerging technologies.

A nmeans to ensure that energing technol ogi es are adopted and
applied in standard ways to conmon i nformation problens is
needed. Technol ogi es nust be sought that inprove the

communi cation of know edge fromthe producer to the consuner.

Establish guidelines on information duplication/replication.

Poorly controlled proliferation of information can result in
significant errors in applying the information since the
opportunity to use information that has been nodified or is
unsynchroni zed with the source is very high. Agreenent is
needed on which information should be replicated (for exanple,
across security boundaries) and how it is to be synchronized.

Develop means of detecting misuses of information and
establish policy for noncompliance.

W ong, inproperly understood or m sapplied information can be
wor se than the absence of information. Mechanisnms nust be
devel oped that find and correct errors in fact, understanding,
or application of information. Information nust not only be
accurate but it nust also be provided with sufficient context
that it is rapidly and clearly understood. Furthernore, the
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consumers nust have sufficient background and training to avoid
m sapplication of the informtion.
Managenment Processes
Managenent processes are those activities that enable the
successful inplenmentation, operation, and control of an
i nformati on managenent program These activities include
strategi c planning, policy pronulgation, resource
identification and all ocation, and governance.
Goal St atenent

Ef fective governance and sufficient resources are in place to
ensure information is identified, nade avail able, properly
delivered, and effectively applied.

Current Environment
Information is central to the way we fight, and is absolutely
critical to the support of our warfighters and policy makers.
Clearly, the success of our warfighters and those who support
t hem depends on an effective Informati on Managenent program
We nust ensure that we have effective governance and sufficient
resources in place that provide for information being
identified, nade avail able, and properly delivered in a cost-
effective and affordable manner.

It is not clear that the current environment provides such
assurance. For exanple, while we have plans, policies,
managenent structures, and control processes in place, the
effectiveness of these are constantly being questioned —
internally and externally.

In order to inprove our current situation, we need to ensure

t hat :

?? I nformati on management planning reflects a strong linkage to
overarching DOD plans as well as plans for the Warfighter and
t hose who support them

?? Policies and procedures are up-to-date and keep pace with
modern practices and technol ogy.

?? Managenent structures, at all levels, pronote a coll aborative
approach to the coherent managenent of information and the
t echnol ogy that supports it.

?? Rol es, responsibilities, and accountability are clear, and
not el usive.

?? Managenent and oversight control processes are effective for
assessing the costs and risks of proposed IMIT initiatives.

?? Projects are consistent with coordi nated and approved
architectures and standards.

?? Measures of performance are institutionalized.

?? Strong enforcement nmechanisnms are in place, and there is
unwavering conmtnment to using them
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?? The informati on and associ ated technol ogy that we have are
vi si bl e throughout the enterprise.

?? There is a concerted enterprise effort to utilize successful
i ndustry practices and to benchmark our processes agai nst
i ndustry.

Recommended Str at egi es
Institutionalize an IM strategic planning process that reflects a
strong linkage to the DOD strategic plan, joint warfighter plans,
and business/functional area plans.

The I M strategic planning process and associated Pl an shoul d
hori zontally and vertically integrate DOD i nformation
managenent activities, provide the foundation to align
expenditures to m ssion-and functional -rel ated outcones, and
reflect enterprise-wi de acceptance and commtnent to its
executi on.

Establish policies, assign responsibilities, and delegate
authorities that provide for effective information management.

Such polices should provide a realistic and sound foundation for the Department attaining and
maintaining information superiority (e.g., create, collect, process, disseminate, use, store, and
dispose of an unimpeded flow of information while exploiting or denying an adversary’s ability to
do the same) at an affordable cost. Inherent in these polices must be established roles and
responsibilities, enforcement mechanisms, and responsibilities and accountability for enforcing
them.

Establish governance processes and management structures
at all levels that reflect a team-oriented, collaborative, and
enterprise-wide approach to information management.

The follow ng key constructs are essential: effective
manageri al | eadership; efficient nmanagenent and organi zati onal
structures; personnel conpetence; del egation of authority and
responsibilities at the | owest possible levels to the maxi num
extent practicable; as well as sound doctrine, policies,
procedures, budget, reporting practices, and oversight.

Establish and maintain inventories/repositories of information
and associated information technology assets.

Such inventories provide the neans to: establish accurate
basel i nes for assets; perform assessnments of existing

capabilities to support mi ssion and functional objectives in a
cost-effective and efficient manner; design/inprove the
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information infrastructure and architectures; and support
deci sions regardi ng whet her to undertake new i nvest nents.

Include IM requirements in capital planning and investment
control process.

This process nust: establish a budgetary neans (e.g.

| nformati on Management Program El ement) to support | M planning,
progranmm ng, and operations; centralize funding for

requi renments that are common across the enterprise; establish a
means for exam ning and maki ng trade-offs anobng conpeting
proposal s; and maxi m ze | everage on investnment.

Design programs aimed at acquiring, developing, and retaining
a well-trained workforce that is knowledgeable about
information management principles, practices, and
procedures.

Establish an information managenment career (sub) specialty and
supporting training programsinmlar to the Defense Acquisition
Educati on, Training, And Career Devel opnent Program ( DODD

5000. 52) to ensure | M workforce conpetency.

Summary and Next Steps

The next major challenge for IMis the successful

i npl ementation of the strategies of this Paper and those of the

DOD IM Strategic Plan. The goals used as the foundation for

this Paper were devel oped through col | aboration and consensus

of IMrepresentatives fromacross the DOD and I C. Although
consensus was reached with regard to the essential processes
requi red for successful IM there is agreenment that several
areas need further refinement to round out the plan:

?? Meani ngful Metrics: High level indicators of success were
proposed, but detailed neasures of DOD' s steps toward
i nprovenent are required.

?? Leadershi p: The overall governance of the GIGis currently
bei ng defined. The Cl O Executive Board referenced in the IM
G&PM wi | | be a key conmponent in the successful reengineering
of IMpractices. Regardless of the overall governance
structure and processes established, the I M Panel unani nously
agrees that | M needs strong | eadership from ASD (C3l) and the
Joint Staff.
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